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ANF Ceph 2022

* Interconnexion Ceph avec OpenStack & Kubernetes
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* Jahson Babel

* Administrateur systeme et cloud

* Gestion d’'un cloud privé depuis 5 ans
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Présentation du CC-IN2P3

* Qu’est-ce que I'IN2P3

* Qu’est-ce que le Centre de Calcul
* Vue simplifiée des infrastructures

* Cephau CC
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Présentation du CC-IN2P3
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IN2P3

Animer et coordonner la recherche dans les domaines
de physique subatomique

COORDINATION Y FOURNISSEUR

Programmes de

recherche au nom du
CNRS, en partenariat
avec le CEA et les
Universités

Technologies associees,
Applications et recherche
Interdisciplinaire
Expertise

Enseignement Formation

EXPLORATION

La Physique des deux
infinis : des particules
élémentaires a la

cosmologie
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IN2P3

Physique des particules / Physique nucléaire et hadronigue

Composants ultimes ‘ -yt

et interactions
fondamentales
Structure de la matiere
nucléaire
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Applications
Structure de la matiére nucléaire,
énergie nucléaire
et applications médicales

Accélérateurs &
Technologie
Domaines de R&D
majeurs
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Ceph, OpenStack & Kubernetes at CC

* 5 clusters Ceph - 8,5 (+4,5)PIB openstack. ceph

1,1 PiB OpenStack .I

530 TiB Kubernetes
kubernetes

* 2 clusters OpenStack — 3500 vCPUs — 23 TB RAM

* 2 clusters Kubernetes — 500 cores — 800GB RAM
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Ceph, OpenStack & Kubernetes at CC
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Rappels généraux
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Rappels géneraux

* Ceph

* Réseau

* Qu’est-ce qu'OpenStack

* Qu’est-ce que Kubernetes
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Rappels géneraux

RADOS => LiIbRADOS => Meéthode d’acces

OBJECT BLOCK FILE

§

¢

RGW RBD CEPHES

A web services gateway A reliable, fully-distributed A distributed file system
for object storage, block device with cloud with POSIX semantics and
compatible with S3 and platform integration scale-out metadata
Swift management

LIBRADOS

A library allowing apps to directly access RADOS (C, C++, Java, Python, Ruby, PHP)

RADOS

A software-based, reliable, autonomous, distributed object store comprised of
self-healing, self-managing, intelligent storage nodes and lightweight monitors

05/10/2022 ANF Ceph




* Considérations liées au réseau

* | es clients contactent les
noeuds directement

* Attention au filtrage de ports
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NODE
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NODE

SWIFT / CINDER
STORAGE NODE

CEPH STORAGE
NODE

UNDERCLOUD
NODE

Rappels géneraux

------ Tagged VLAN === Native VLAN

Floating IP
(Opt.)

External
(public API)

outing for
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OpenStack

* Logiciel open source

* Cloud computing

* Utilisé principalement pour du laaS
* Modulaire +70 projets
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* Logiciel open source
* Orchestration de containers

* Configuration déclarative
* Automatisation

* Operator Pattern

* PaaS but not so much
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Ceph & OpenStack
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Ceph & OpenStack

* Projets utilisant Ceph dans OpenStack

- Cinder
- Glance f % x
- Nova

- Manila
- Swift @ %
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Ceph & OpenStack

* Glance
* Catalogue d’'images et de métadonnées

* Copy On Write

[glance_store]
stores robd
default_store = d
rbd_store_pool = images
rbd_store_user glance
o Use RAW I rbd_store_ceph_conf /etc/ceph/ceph.conf
u rbd_store_chunk_size
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Ceph & OpenStack

* Nova .
rbd_user = cinder
rbd_secret_

ret_uuid = 457eb676-33da-42ec-%aBc-9293d545c337

* Gestion des hyperviseurs

* Interconnexion avec cinder
* Libvirt secret
* Vms directement dans Ceph
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Ceph & OpenStack

* Cinder

* Gestion des volumes

* Block storage as a service
* Volume type

* Boot from volume

* Snapshots
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Ceph & OpenStack

* Cinder

* Gestion des volumes

* Block storage as a service
* Volume type

* Boot from volume

* Snapshots
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Ceph & OpenStack

* Manila

* Gestion des files systems
* File system as a service

* File system type

* NFS Ganesha

* Kernel RBD / Fuse RBD
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Ceph & OpenStack

* Swift

* Gestion du stockage objet

* S3 like

* Rados Gateway
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Ceph & OpenStack

OpenStack
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Ceph & Kubernetes
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Ceph & Kubernetes

* Ceph-csi driver
* Provisionner / Node-plugin
* Storage class

* PV /PVC (Persistent Volume Claim)

* Rook
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Ceph & Kubernetes

QIO
* Ceph-csi driver ,. gg/' q

* Container Storage Interface

* Une interface standard pour exposer du stockage au
container

* Features : Secret/Creds, Block volume, Attach, Snapshot,
Cloning

* Support Matrix
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Ceph & Kubernetes

05/10/2022

Csli
Features Driver
Version

Dynamically provision,
de-provision Block
mode RWO volume

Dynamically provision,
de-provision Block
mode RWX volume

Dynamically provision,
de-provision Block
mode RWOP volume

Dynamically provision,
de-provision File mode
RWO volume

Dynamically provision,
de-provision File mode
RWOP volume

Provision File Mode

ANF Ceph

Ceph
CSl Spec P Kubernetes
; Cluster :
Version . Version
Version

MNautilus
(»=14.0.0)

Mautilus
(>=14.0.0)

MNautilus
(==14.0.0)

Mautilus
(==14.0.0)

MNautilus
(==14.0.0)




Ceph & Kubernetes

* Storage class

* Persistent Volume

* Persistent Volume Claim
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Ceph & Kubernetes

* Rook

* Projet open source graduated (Certification du CNCF)

* Storage Operator

* Créer pour déployer, gérer, mettre a jour un cluster Ceph

* Mode externe
* Full support CSI driver
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Points de vigilance

* Ceph

* Réseau

* Systeme d’exploitation
* Ceph-common

* CVE

05/10/2022 ANF Ceph



Mercl de votre attention
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Liens Utiles

® Documentation OpenStack Glance/Cinder/Nova Ceph : https://docs.ceph.com/en/latest/rbd/rbd-openstack/

® Documentation OpenStack Manila Ceph : hitps://docs.openstack.org/manila/queens/admin/cephfs driver.html
® Documentation Kubernetes Ceph : htips://docs.ceph.com/en/latest/rbd/rbd-kubernetes/

® Github ceph-csi : hitps://github.com/ceph/ceph-csi

® CVE Kubernetes : https://kubernetes.io/docs/reference/issues-security/official-cve-feed/

® CVE OpensStack : https://wiki.openstack.org/wiki/Security Notes
[
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https://docs.ceph.com/en/latest/rbd/rbd-openstack/
https://docs.openstack.org/manila/queens/admin/cephfs_driver.html
https://docs.ceph.com/en/latest/rbd/rbd-kubernetes/
https://github.com/ceph/ceph-csi
https://kubernetes.io/docs/reference/issues-security/official-cve-feed/
https://wiki.openstack.org/wiki/Security_Notes

Annexes

On-site laaS Paa$S SaasS

Applications Applications Applications Applications

Middleware Middleware

Middleware Middleware

o/S o/S o/S o/S

Virtualization Virtualization Virtualization Virtualization

Servers Servers Servers Servers

Storage Storage Storage Storage

Networking Networking Networking

Networking

@ Youmanage

@ Service provider manages
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