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Qu’est ce que Wazuh ?

o Un SIEM et un XDR — Opensources (GPL et Apache Licence v2)
o Détection d’incidents et réponses

Worker Manager Indexer Dashboard
(wazuh server) (wazuh server)

o Worker : traitement initial, filtres, agrégation de données.

o Manager : Cohérence du cluster, groupes, agents, regles, décodeurs, CDB
o Indexer : Fork Opensearch
e Dashboard : Fork Opensearch Dashboard
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Qu’est ce que Wazuh ?

o Dépends du nombre d’alertes

Lathéorie | Indexer | Manager/worker

RAM 16GB 4GB
CPU 8 8
Espace disque 90j

1 server : 0,25 APS* 3,7 0,1
1 poste de travail : 0,1 APS* 1,5 0,04
1 équipement réseau : 0,5 APS* 7,4 0,2

*APS = Alerte par seconde
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Qu’est ce que Wazuh ?

o Machine physique
e Bi-Xeon E5-2650L v3

o 2 sockets a 12 coeurs multi-threadés soit 48 processeurs
e 256Go de RAM
o Disques mécaniques
e 370 serveurs + 60 postes

=> 3 indexers (10Go RAM) / 1 manager / 1 worker /1 dashboard

o Données réelles
e 4,6Go /Serveurs / mois avec Conservation cible : 12 mois
o Cpu 10% en moyenne, pointes a 20%
e 48 Go Ram utilisés
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Qu’est ce que Wazuh ?

« Un agent installé avec plusieurs modules ML;r;gS
o Collectent I'information Windows

Collecteur de logs

Collecteur de résultats de commandes

Controle d’intégrité de fichiers

Security Configuration Assessment (Evaluation des configurations)
Malware détection

Inventaire (applications, processus)

Surveillance de conteneur docker ,
Non testé

Surveillance d’infrastructure Cloud.
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Installation

Image ID: A75NH)]
www.alamy.com



Installation

o Docker
o Docker-compose fourni pour chaque élément

o Ansible

o Pour docker
e Pour serveurs

o Installation d’'un Agent

o Dépend de plusieurs modules (audit, rsyslog, etc.)
o Difficultés automatisation de la configuration : pas XML Standard

EDR/XDR - Wazuh
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Installation

o Authentification
o Active Directory (en LDAP)
« MS Entra ID, Google, etc (non testé)
o Comptes locaux

o Gestion des agents
o Peuvent appartenir a plusieurs groupes
« Fichier de configuration en central

o Gestion par tenant

 Filtrage basé sur le Document Security Level d’Opensearch
« RBAC
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~ Evénements de sécurité

E w-

® -

{?) Explore agent [3) Generate report

Last 24 hours Show dates & Refresh

Dashboard Events

{

() Ssearch DQL

‘ cluster.name: wazuh ‘ S) Icluster.name: wazuh X ‘ @ Add filter

o

=

4

Q

34,956,126 1,917 81.711 713.746 :

) |} ’ ¥ I o

- Total - - Level 12 or above alerts - - Authentication failure - - Authentication success -
Top 10 Alert level evolution Top 10 MITRE ATT&CKS
92 @ Valid Accounts

800,000 - - - @7 “‘l @ Sudo and Sudo Cac...
oo . 1 @5 “ ® Windows Service

600,000 - ®c @ Process Discovery
" @10 @ Remote Services
=
5 — ®4 @ Stored Data Manipul.x;
! [} @ Email Collection &
| @12 @ Modify Registry §
200,000 @15 ‘ @ Scheduled Task §
®° ® SSH
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Evenements de sécurité

W, Threat Hunting

§]  Search Dol ffl v | Last1day Show dates

Add filter

clustername: wazuh | (S) | - Level 12 a¢ above werts =

- 1500

oz =] 0800 1
timestamp per 30 minutes

108 hits
Jan 29, 2025 @ 21:42:15 089 - Jan 30, 2025 @ 21:42:15.089
& Export Formatted g 847 avadlzble fields @ = Columns & Density ¢ 1fieldssorted [0 Full screen
ruledevel ~  rule.id

- timestamp < agent.name ~  rule.description
Jan 30, 2025 @ 1553173 Nom machine Possible process injection activity detected from "C:\\Windaows\\System 32\ rdpclip.exe” on "Cl\Windowsl\ System32i\csrss.exe” m
fEi  Jan 30,2025 @ 15:50:53.6... Nom_machine Possible process injection activity detected from "C:\\Windows\\System32\\rdpclip.exe” on "C\Windows\) System32ilcsrss.exe” 12 101001
[6,  Jan 30, 2025 @ 15:50:53.5... NO!TI_ITLEChiI"Ie Possible process injection activity detected from "C-\\Windows\\System32\irdpclip.exe” on "CA\Windows\\ System32i\csrss.exe” 12 101081
Nom_machine Possible process injection activity detected from "C-\\Windows\\System3 2V rdpclip.exe” on "C:l\Windows\\ System32\icsrss.exe” 12 101001
I\.Iom_machine Possible process injection activity detected from "C=\\Windows\\System32\\rdpolip.exe” on "CA\Windows\| System32ilcsrss exe” 12 101001
[ Jan 30,2025 @ 15:5004.4..  Nom_machine Possible process injection activity detected fram "C:\\Windows|| System32\irdpclip.exe® on “C-l\Windows\| System32{,csrss.exe" 1z 101001
[ Jan 30, 2025 @ 15:50:04.4.. I\.Iom_machine Possible process injection activity detected from "C-\\Windows\\System 32\ rdpclip.exe” on "C\Windows\\ System32i\csrss.exe” 12 101001
&L Jan 30, 2025 @ 15:30:30.4... Nom_machine Possible process injection activity detected from "C-\\Windows\i System32\irdpclip.exe” on "C\Windows!i System32ilcsrss.exe” 12 101001
[ Jan 30,2025 @ 15:39:30.4... Nom_mach ine Possible process injection activity detected from "C-\\Windows\\ System3Ziirdpclip.exe” on "C\Windows!\ System32iicsras.exe” 12 101001
A Jan 30,2025 @ 15:38:18.1... NOITI_ITIEChiI"Ie Possible process injection activity detectad from "C:iWindows\|System3 2 rdpclip.axe” on "C:\Windows!| System32iicsrs s exe” 12 101001
fE Jan 30,2025 @ 15:30:19.1 .. MNom machine Possible process injection activity detected from "C=\\Windows\\System32\\rdpclip.exe” on "C\Windows!) System32i\csrss.exe” 12 101001
[fi  Jan 30,2025 @ 15:33:34.1... Nom_machine Job Manuel exécuté 12 107002
[f  Jan 30, 2025 @ 15:01-10.6.. Nom_machine Agent event queve is floeded. Check the agent configuration. 12 204
fEi  Jan 30,2025 @ 14:50:50.7... Nom_machine Application Compatibility Database launched 12 92058
6, Jan 30,2025 @ 14:58:31.9... Nom_machine Jab Manusl exécuté 12 107002
< 2 3 4 5 8 2

Rows per page: 15 ~ 1.2



Evenements de sécurité

W.

Threat Hunting

14

Document Details

Table JSON

View surrounding
documents 2

View single
document

t  _index wazuh-alerts-4.x-2025.63.14
t agent.id 261

t agent.ip P

¢ agent.name Nom_machine

t cluster.name wazuh

t cluster.node worker@il

t data.audit.arch cBBeea3e

t data.audit.auid 4294967295

t data.audit.command date

t data.audit.cwd

t data.audit.egid

t data.audit.euid

t data.audit.exe

t data.audit.execve.a@
t data.audit.execve.al

t data.audit.exit

¢ it file inad

fusr/lib/check_mk_agent/plugins
8

8

/usr/bin/date

date

+%s

8

1182465




Security events

o Tous les évenements de sécurité de tous les modules

o Définition d’un niveau.
o« 1a15:niveaude risque
o 0:Ne pas stocker l'alerte

e Envoi de mails

o« Par niveau
e« Parid

15
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Analyse de logs

o Analyse de logs personnalisable
o Un pré-décodeur

o Détecte le format de logs

o Un décodeur

o Découpe les logs pour créer les champs

o Des regles

« Génere des alertes en fonction des champs

16
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Analyse de logs

o Exemple de Décodeur

<decoder name="zimbra">
<prematch>ua=Zimbra</prematch>
</decoder>

<decoder name="zimbra">
<parent>zimbra</parent>
<regex>"(\d+.\d+.\d+.\d+)\(\.+cmd=(\.+);\.+account=(\.+);\.+protocol=(\.+);\.+error=(\.+);</regex>
<order>monip,action,account,protocol,error</order>

</decoder>

## Pour info
## 192.168.2.45(nginx/1.24.0);ua=Zimbra/9.0.0_ZEXTRAS_9039;cid=21256;] security - cmd=Auth; account=cedric.chambault@univ-tise3.fr;
protocol=imap; error=authentication failed for [cedric.chambault@univ-tlse3.fr], missing userPassword;

17
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Analyse de logs

o Exemple de regles

<group name="zimbra">

<rule id="100002" level="7">
<decoded_as>zimbra</decoded as>
<field name="account">cedric.chambault@univ-tlse3.fr</field>
<description>Connexion administrateur</description>

</rule>

</group>

<group name="zimbra_audit,">
<rule id="100003" level="12">
<if_sid>100002</if_sid>
<decoded_ as>zimbra</decoded as>
<match>authentication failed</match>
<description>Echec non autorisé pour un administrateur</description>
</rule>
</group>

18
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Analyse de logs

o Analyse de logs par défaut
o Auditd
o Auth.log
o Syslog

o Possibilité d’ajouter les logs dont le format est connu
e Sysmon

19
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Security events

o Outils d’aide a la personnalisation
« /var/ossec/bin/wazuh-logtest

r], missing userPassword;

##phase 1: Completed pre-decoding.
1192 45(ng1nx/

hambault@univ-tlse3.

##phase 2: Completed decoding.
name: 'zimbra'
account: 'cedric.chambault@univ-tlse3.fr'
action: 'Auth’

monip: 'l 2
protocal: 'imap'

*+phase 3: Completed filtering (rules).
. IlEI 1

groups: '['zimbra audit']’
firedtimes: '1'
mail; '

lert to be generated.

failed for [cedric.chambault@univ-tlse3.f

failed for [cedric.c

20
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Malware Detection

« Analyse Rootcheck

« Processus cachés

« Droits inhabituels (suid, write pour other mais owner root, etc.)
o Ports cachés

« Scan /dev

o Bases de données de rootkit et trojans
o CDB Lists
e Yara
« ClamAV / Defender

22
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Malware Detection

cluster.node

data.file

worker@l

fdev/nul

data.title

File present on /dev.

decoder.name
full_log

id

input. type
location
manager.name

rule.description

rootcheck

File ' fdev/nul’ present on /dev. Possible hidden file.

17432190837 .56875238536
log
rootcheck

wazuh.worker

Host-based anomaly detection event (rootcheck).

t deta.title
i decoder.name
r full_log

i id

I NTFS Alternate data stream found: 'C:\Program [FEI\LAPS :Win3ZApp_1' I

rootcheck
NTFS Alternate data stream found: 'C:\Program Files\LAPS:Win3ZApp_1'. Possible hidden content.

1743285819,2491454943

23
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Malware Detection

:> S’appuie beaucoup sur des outils tiers

24
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Exemple de conformite

W. Configuration A...

CENTER FOR INTERNET SECURITY DEBIAN FAMILY LIN...

‘ @ Passed (46)
@ Failed (128)
@ Not applicable (6}

Nom-machine

26

Center for Internet Security Debian Family Linux Benchmark v1.0.0 @

Passed Failed

Policy

Center for Internet Security Debian Family Linux
Benchmark v1.0.0

Normalisation Debian UT3

Rows per page: 15 ~ <

EDR/XDR - Wazuh

Not applicable Score End scan
46 128 6 26% Jan 24,2025 @

14:16:52.000
Checks (180) C Refresh thy Export formatted
Search WQL

BT Title Target Result 3
33000 Ensure mounting of cramfs filesystems is disabled. Command: modprobe -n -v cramfs @ Failed W
33001 Ensure mounting of freevxfs filesystems is disabled. Command: modprobe -n -v freevxfs ® Failed ~
33002 Ensure mounting of jffs2 filesystems is disabled. Command: modprobe -n -v jffs2 @ Failed s
33003 Ensure mounting of hfs filesystems is disabled. Command: modprobe -n -v hfs @ Failed ~
33004 Ensure mounting of hfsplus filesystems is disabled. Command: modprobe -n -v hfsplus ® Failed ~
33005 Ensure mounting of squashfs filesystems is disabled. Command: modprobe -n -v squashfs @ Failed ~
33008 Ensure mounting of udf filesystems is disabled. Command: modprobe -n -v udf ® Failed '
33007 Ensure /tmp is configured. File: fetc/fstab #® Failed i

02/04/2025



Détail d’'une regle de conformite

W. Configuration A...

Center for Internet Security Debian Family Linux
Benchmark v1.0.0

Mormalisation Debian UT3

Rows per page: 15 ~

MNom-machine

,
(1
(v

D 4 Titke Target Resudt

27

33000 Ensure mounting of cramfs filesystems is disabled. Command: modprobe -n -v cramfs ® Failed -

Rationale
Removing support for unneeded filesystem types reduces tha local attack surface of the server. IF this filesystem type is nol needed, disabla it.

Remediation
Ediit or create a file in the /etc/modprobe.d/ directory ending in .conf Example: vim fetc/modprobe.dfcramfs.conf and add the following ling: install cramfs /bin/true Run the following command to
unload the cramfs module: # rmmod cramfs.

Description
The cramfs filesystem type is a compressed read-only Linux filesystem embedded in small footprint systems. A cramfs image can be used without having to first decompress the image.

Checks (Condition: all)
* cmodprobe -n -v cramfs - rinstall /binftrue
= not cilsmod -+ rcramfs

Compliance

eis: 1.1.1.

cis_csc w7 5.1

emme_v2.0c AC.1,002,CM.2,061,5C.3, 180
I50_27001-2013: AB1.3A 1425

EDR/XDR - Wazuh

mitre_technkques:
T1110, 71003, T1081,T1097, 71178, T1072, 71067, 71495, T1019,T1177,T1485, T1486, 71491, 71488, T1487 T1430,71145, T1148,71015, 71133, 71200, T1076, 71051, T1176.71501,T1087,T1098,T1139,T11

97,T1092, T1138,T1011, T1147,T1130,T1174, T1063, T1168, T1208,T1503, T1214 T1187, T1208 T1142, T1075 T1201, 71145, T1184,T1537, T1078,T1077,T1134, T1017,T1088,T1175,T1190, 71210, T1525,
T1215 71086, 71065 T1505, 71035, 71218, 71169, 71100, T1047 T1084 T1028, T1 156, 71196, 711530, T1089, 1073, T1157, T1054,T1070, T1037, 71036, T1026. T1034. T1 150, 71504, 71494, 71489,T1188,T11
BS5,T1492 T1080. 7120971112 T1058,T1173, 71137, T1538,T1535, T1506,T1138,71044,71189

nist_sp_800-53: AU-2,CM-1,CM-2,CM-6,CM-7 |A-5,1A-6,5C-20,5C-21
pei_dss v3.2.1:2.2

33001 Ensure mounting of freevifs filesystems is disabied, Command: modprobe -n -v freevifs ® Failed o
33002 Ensure mounting of [#s2 filesystemns is disabled. Command: modprobe -n -v jffs2 ® Failed wr

33003 Ensure mounting of his filesystems s disabled. Command: modprobe -n -v his ® Failed w

02/04/2025




Security Configuration Assessment

o Un ensemble de normes prédéfinies

o CIS Benchmark, RGPD, HIPAA (santé), PCI DSS (Finance), NIST 800-53 et TSC
(Cybersécurité)

Mesurer |'écart entre nos pratiques et les bonnes

‘ pratiques reconnues.

28
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Security Configuration Assessment

o Personnalisation : définition de nos propres normes
o Existence de fichiers

o Droits
° HaSh

Peut utiliser n'importe shell qui renvoie une valeur interprétable en regex
c:[commande] -> r:AregexS

29
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Security Configuration Assessment

e Format d’un élément

checks:
### START ANSIBLE MANAGED BLOCK FOR UT3 NTP COMPLIANCE ###
-id: 1
title: "Role de conformité - config_ntp"
description: "Réle nécessaire a la conformité UT3 et configurant le NTP"
rationale: "Utiliser les NTPs d'Angers garantie la cohérence du temps au sein de l'infrastructure”
remediation: "Utilisation : ansible-playbook mon_roles.yml-i 192.168.1.41, --tags ntp"
compliance:
- ut3: ["Rule:Infra:1"]
condition: all
rules:
- 'f:/etc/ntpsec/ntp.conf’
- 'f:/etc/default/ntpsec’
- c:grep "server ntp.univ-angers.fr" /etc/ntpsec/ntp.conf -> r:Aserver\s+ntp.univ-angers.frS
- c:grep "restrict ntp.univ-angers.fr nomodify notrap noquery" /etc/ntpsec/ntp.conf -> r:Arestrict\s+ntp.univ-angers.fr\s+nomodify\s+notrap\s+noquerys
- c:grep "NTPD_OPTS=\"-4 -g -N\"" /etc/default/ntpsec -> r:"NTPD_OPTS="-4\s+-g\s+-N"S
### END ANSIBLE MANAGED BLOCK FOR UT3 NTP COMPLIANCE ###

30

EDR/XDR - Wazuh

02/04/2025



Security Configuration Assessment

O wazuh. v~ | wodies deploy  Security configuration @

Inventory Events

¢ Normalisation Debian UT3 @

Failisd Mot applicable

Checks (1)
Search
o T Tike Tar gat
1 Role de conformité - config_ntp Fibe: fetcintpsacintp.conf, fetc/default/nipsec
Rationale
Utiiger les NTPS g'ARQErs garantie 1o cohdrence du temps U S8in de Ninfrastrscture
R &

I Utilisation : ansible-playbook pb_single_roles.ymi - 182.168.1.41, --tags nip I

Description

Rile ndcesasing & la conformité UT3 ef configurant e NTP

Checks (Condition: all}
= sgrep "NTPDLOPTS™\"-4 -g -N\™ fetc/defaulinipses & r"NTPO_OPTSS "4\ -g\8+-N'S
= tgrep “restrict ntp.unhv-angers.fr nomadity notrap noguery” felc/ntpsed/ntp.cont - F*restrictiss ntpunby-angers. s «nomodily\ s« notrap\s+ nogqueny$
= cogrep “server nip.univ-angers fr* fetomipsecintp.cont 4 r"server\s+ntpuniv-angers fri
= fetc/dataatnipssc
= ffeto/mtpsacintp.conf

Compliance
ut3: Ruleinfra:)

Rews per page: 10

Seoa

100%

ol

End zcan

Apr10, 2024 @ 16:09:05.000

Refrash

31

tsh deploy (009)

&y Export formatted

® Passed

WOL

@

EDR/XDR - Wazuh
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Security Configuration Assessment

o Intérét
‘ S’assurer que la configuration est déployée et conforme

o Personne n’a modifié les configurations clefs

‘ Conserver de la souplesse

e Personnalisation d’un serveur

e« Serveurs

32
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Files Integrity Monitoring : Dashboard

= | Ws File Integrity M...
Dashboard Inventory Events
[E]  Search

cluster.name: wazuh | | rule.groups: syscheck

root (100%)

Files added

Nom_machine

agent.id: 414

@ @ Add filter

daleted {18.3%)

added (18.54%])

© /rootlansible/tmp/a...
@ /root/ansible/tmp/a-..
@ /root/ansible/tmp/a...
@ /root/ansible/tmp/a...

[root/.ansible/tmp/a...

Files modified

modified (62.05%)

Count

(]

paL @ v

Last 7 days

Nom_machine

34

Q-

(414) X [ Generate report

@ modified
® added

@ delated

2025-01-23 D000 2025-01-25 00:00

timestamp per 3 hours

Files deleted

@ /etc/vmware-tools/...
froot/.lesshst

@ [root/ansibleftmp/a...

o frootlansibleftmp/a...

froot/.ansibleftmp/a...

2025-01-27 0000

@ /root/ansiblej/tmp/a...
@ Jrootl.ansible/tmp/a...
@ /root/.ansible/tmp/a...
@ /root/.ansible/tmp/a...

[root/.ansibleftmp/a...



Files Integrity Monitoring : events

= W. File Integrity M... Nom_machine
Dashboard  Inventory Events
[E]  Search

cluster.name: wazuh

rule.groups: syscheck || agent.id: 415 @ ¥ Add filter

DAL [ v Last2 weeks

35

® -

{ig) Nom_machine (415 %

Count

s00
400

300

. p—

2025-01-16 00:00

2025-0n-20 00:00 2025-01-21 00100 2025-01-22 0 2025-01-23 00:00

timestamp per 12 hours

2025-01-17 0300

2025-01-24 D000 2025-01-25 00:00 2025-01-26 0000

EDR/XDR - Wazul|

2025-01-27 00:00

th Export Formatted

@&

780 hits
Jan 14, 2025 @ 21:28:14.204 - Jan 28, 2025 @ 21:28:14.204

< timestamp

Jan 28, 2025 @ 18:09:56.3...
Jan 28, 2025 @ 16:57:08.9...
Jan 28, 2025 @ 16:57:08.8...
Jan 28, 2025 @ 16:57:08.9...
Jan 28, 2025 @ 16:57:08.8...
Jan 28, 2025 @ 16:57:08.8...

Jan 28, 2025 @ 16:57:08.8...

B 941 available fields @

= Columns Density

~  agent.name
Nom_machine

Nom_machine
Nom_machine

Nom_machine
Nom_machine
Nom_machine
Nom_machine

¢ 1fields sorted [2 Full screen

~  syscheck.path
[root/.bash_history
usr/sbin/cupsfilter
Jusr/sbinfippeveps
fusr/sbin/lpadmin
fusr/sbin/lpmove
usr/sbin/update-gsfontmap

{usr/sbin/ippevepcl

~ syscheck.event ~

modified

added

added

added

added

added

added

rule.description

File modified in /root directory.
File added to the system.

File added to the system.

File added to the system.

File added to the system.

File added to the system.

File added to the system.

v rulelevel ~ ruleid

7 102001

5 554

5 554

5 554
&

5 554 3
14

5 554 q

5 554



Files Integrity Monitoring : inventaire des fichiers

36

= W. File integrity M... Nom_machine @ @
Dashboard | Inventory | Events (&9 Nom_machine (414) ¥
Files {3,1 79) C Refresh &y Export formatted {5t
Search waL 5
S
File T Last modified User User D Group Group ID Size ;I
fbin Aug 18, 2023 @ 16:04:20.000 root 0 root 0 7 é
fboot/System.map-6.1.0-27-amd64 Nov 1, 2024 @ 05:23:37.000 root 0 root 0 83 é
/boot/System.map-6.1.0-28-amd64 Nov 22, 2024 @ 23:27:23.000 root 8] root 0 a3
fbootfconfig-6.1.0-27-amd64 Nov 1, 2024 @ 05:23:37.000 root 0 root 0 258624
/boot/config-6.1.0-28-amd64 Nov 22, 2024 @ 23:27:23.000 root 0 root 0 259624
[boot{grubj/fonts/unicode.pf2 Oct 9, 2023 @ 04:33:38.000 root 0 root 0 2392304
/boot/grub/grub.cfg Jan 8, 2025 @ 07:55:31.000 root 0 root 0 7750
{boot/grub/grubeny Aug 18, 2023 @ 16:20:50.000 root 0 root 0 1024
[boot{grub/i386-pc/91 Sresolution.mod Oct 9, 2023 @ 04:33:38.000 root 0 root 0 7780
[boot/grub/i386-pc/acpi.mod Oct 9, 2023 @ 04:33:38.000 root 0 root 0 10868
{boot/grub/i386-pc/adier32.mod Oct 8, 2023 @ 04:33:38.000 root 0 root 0 1228 Q
/boot/grub/i386-pc/affs.mod Oct 9, 2023 @ 04:33:38.000 root 0 root 0 5568 §
[boot{grub/i386-pcfafs.mod Oct 9, 2023 @ 04:33:38.000 root 0 root 0 6020 §
/boot/grub/i386-pc/afsplitter.mod Oct 8, 2023 @ 04:33:38.000 root 0 root 0 1516




Files Integrity Monitoring

o Analyse

o Propriétaire, groupe et droits
o Hash (Shal,md5,sha256)
o Inode, attributs et date de modification

o Par defaut check toutes les 12h

o Personnalisable

o Personnalisation des dossiers ou fichiers a controler

<directories>/usr/local/scripts</directories>
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Files Integrity Monitoring

o Possibilité de définir une analyse temps réel sur un dossier
<directories whodata="yes" report_changes="yes" >/etc/group</directories>

o Intérét

‘ Alerting en temps quasi réel

« Mauvaise communication ou risque réel ?

‘ Reporting de la modification exacte

o Permet d’analyser rapidement

‘ Bon controle des fichiers clés

e Rassurant
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Files Integrity Monitoring : Alertes

W. Threat Hunting Noem_machine o “
| i Wi *
" View surroundin ew single document o
Document Details documema s D ’
syscheck . audit . process . paren [
t_cwd

syscheck.sudit.process.paren /fusr/iib/systemd systend

T . - - ~ e = - - t I'IﬂE
<
=]
3
syscheck.diff 21e21 $
< sudo.xi27; o
e , shalSk E
» sudoix:i27 Igadmin o
i » suda!x:27 igadein
Lavent modified
.gid_nfter a ¢ a B
Jgnane_after root
.inode_ofter 133377
Jinode_befare 133818
.nd5_after 47127efech2 10302 9850080 8A48 500802
.md5_before 46861 abfeal fabeS9TbdTaf22d53%049
JBode whodata
.atime_after Jan 28, 2025 § 14:20:08.000 ©
et N
?RMk- p.t‘h 'Iltt: 'rqer Jatime_before Jan 28, 2025 @ 14:19:42. 008 8
.path Jetefgroup 5
N
o
t  wyscheck.porm_after W=r==r==

1 syscheck.shal_after ecTed3IBodTER42bIbBAG14c20BEDECR T fbodnBe



Security Configuration Assessment

o Points d’attention

:: > Limitation du nombre de fichier a analyser
o Maximum 100 000 fichiers par défaut
o Charge serveur si trop d’analyse temp réel

> Double alerting possible

o Sitemps réel + check standard du dossier
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g Y 4

Vulnérabilités

i

7% Explore agent

Dashboard Invantory Events

5 | Search

| weamin elisstes name: wanih || Evaluated  Under svabustion | (2 () Add filter

11,537 356,827 1,604,624 109,834 83,872

Critical - Severity High - Severity Medium - Severity Low - Severity Pending - Evaluation %
@©
=
f
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y 2~ 2 _ ® Ve
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| — ¢ - = o
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I
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Vulnérabilités

CVE
Debian

CVE
Redhat

A

Plateforme

CTl
VVazuhr:>

Internet

|

Serveur
Wazuh local

CVE
Microsoft

Ubuntu
Debian
RedHat
Amazon Linux
SUSE Linux Enterprise
Arch
Windows
Alma Linux

MacOs
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Vulnérabilités

o Collecte des informations par les agents

« Version de packages
o Version des applications installées

o Indexation et comparaison des versions avec la base consolidée
o Source: Les bases CVEs de Wazuh
o Par défaut toutes les heures
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Vulnérabilités : événements

= W. | Wuinaersolity Satection 03

siare Bgard

Dashboard  Imvenfory Evonds
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1
— o
1 33 ey ok bi b2 ps wa 1 =0g el : P 52630 2 510 SR TaFLEE ) B AN-02 B3 Har B350 e 2 i b o
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o
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L
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dmn 27, 025 @ 135218 106 - Fe 5 3025 @ 0826001413
% Export Farmatted & 57 avallatle folds @ = Columsa [ Dessity 3 i fields sorted [ Full screen
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s TROATIELETTE Sohved

i Feb3, 2008 @ 151

41 8% CVE-TIXE-21353 High Microzoh Windows Server 20
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alll . $025 @ 15T .. Serveur] CWE-2025-21293 I

P € OIS @ 1TITE.  Serveur) CVE-2025-21293 |

2 S V0.0, 30348 3068 LS 2]
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Vulnérabilités : détalil

LOCUlTIEl L eLldIls

documents 7 document

data.vulnerability.score.ver 3.1

sion

data.vulnerability.

Medium

data.vulnerability.

Solved

data.vulnerability.

data.vulnerability.

CVE-2025-21227 affecting Microsoft Windows Server 2022 Standar
d was solved

Packages

data.vulnerability.

Jan 27, 2625 @ 19:47:16.060

decoder.name
id

input. type
location
manager . name

rule.description

rule.firedtimes
rule.gdpr
rule.groups
rule.id

rule.level

json

1738598102 .2714671868
log
vulnerability-detector
wazuh.worker

The CVE-20825-21227 that affected Microsoft Windows Server 2622
Standard was solved due to an update in the agent or feed.

1,392

Iv_35.7.d

vulnerability-detector

23502
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Inventaire des vulnérabilités

= W. Vuinerabllity De__ Nom_machine @ &
Dashboard  Inventory  Ewents B Nom_machine(z:@ K

[E]: Search DoL

wazuh cluster.name: wasuh || spentid: 319 || Evalusted  Under svslustion | (5 (8 Add filter

1,150 hits
& Export Formatted 8 52 available fislds - = Columns B Density & Sortfieids [ Full screen
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|G Nom_machine Muozilkz Thundesbird (=64 fr} 115122 Muttiple unspecified wubnerabilities in the JavaScript engin... High CVE-2009-3382
|33 Nom_machine Mozilis Thunderbird (64 fr} 115122 Mozilla Firefox before 3.0.16 and 3.5« before 3.5.6, and 5. Medium CVE-2009-3283
e Ngm_machine Mozilta Thunderbird (x&4 frl 115.12.2 Moazilla Firefox before 3.0.16 and 3.5.x before 3.5.6,and 5. Medium CVE-2009-3984
&l Nom_machine Micresoft Office Professional Plus 2019 - fr-fr 16.0.10413.20020 Microsoft Exced does not warn 2 user when amacro is pre...  Medium CVE-1909-0704
Gt Nom_machine Microsoft Office Professional Plus 2019 - fr-fir 16.0.10413.20020 Buffer overflow in Microsoft COffice XP aliows remote sttac.. High CWE-2004-0848
[ Nom_machine Microsaft Office Professional Plus 2019 - fr-fr 16.0.10413:20020 Microsoft Internet Explorer 5.01, 5.5, and & alkows remote ... High CVE-2005-2127
[ Nom_machine Microsaft Office Professional Plus 2018 - fr-fr 16.0.10413.20020 The RichEdit companent in Microsaft Windaows 2000 594, . High CVE-2006-1311
Rows per page: 15 ¢ 1. ¥ 3 & 5§ 773
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Vulnérabilités

e Intérét

‘ Connaitre les points faibles de nos serveurs
o CVE : Quelsrisques/impact ?

‘ Avoir une vision globale des packages installés

o Décider de changer d’outil si c’est possible
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Vulnérabilités

o Points d’attention

:> Pas toutes les CVEs

o Nécessite un statut validé par le NIST
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Attaqgues MITRE

o Vision d’ensemble des possibles attaques
o Distinguer les tactiques
o Les équipements les plus concernés

o Culture de la sécurité
o Les groupes d’attaques et leurs méthodologies
o Les moyens de mitiger les attaques
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~ Attaques MITRE

= W

Dashboard Framework  Events
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[5)  not rule.id:60106
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~ Threat hunting

E w-
Dashboard Events
[  Search

‘ cluster.name: wazuh ‘ S) Icluster.name: wazuh X ‘ @ Add filter

34,956,126 1,917

- Total - - Level 12 or above alerts -
Top 10 Alert level evolution
800,000 - - - @7
. @5
600,000 @5
@10
£
2 ®4
© 400,000
@®s
| @12
200,000 @15
- ®9
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{?) Explore agent [3) Generate report

Show dates & Refresh

DQL ~  Last 24 hours
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713,746

- Authentication success -

81,711

- Authentication failure -

Top 10 MITRE ATT&CKS
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@ Windows Service

@ Process Discovery
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& Stored Data Manipu...
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® Modify Registry
@ Scheduled Task
@® SSH
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Threat hunting

o Nettoyage

o Supprimer les alertes inutiles
o Doublons sur un temps tres court
o Alertes qui n‘apportent rien

o Diminuer le niveau des faux positifs

o Alertes de niveau 12 et + (non pertinents seuls)

« Si prestataire de sécurité (PASI, PRIS)

« Adapter en fonction de leurs besoins
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Threat hunting

o Ajouter des alertes
o Ajouter ce qui contient des IOCs potentiels

e mails
o Requétes DNS
« Nom d’applicatifs connus

o Ajouter ce qui correspond a nos procédures

o Quel compte écrit ou ?

« Si prestataire de sécurité (PASI, PRIS)

« Adapter en fonction de leurs besoins
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Threat hunting

data.win.eventdate.deviceDes HID Kevboard Device
cription

i data.win.eventdata.deviceId HIDVWID 413C&amp;PID_2113&amp ;MI_B86Y%"%\9&amp ;166728ea8amp | B&amp ;| BEEE

data.win.eventdata.subjectDo UT3
mainName

data.win.eventdata.subjectlo 8x3e7
gonld

data.win.eventdata.subjectlUs Postout:3%
erMame

data.win.eventdata.subjectls 5-1-5-18
ersid

I data.win.eventdata.vendorIds HIDWAWID 413CEamp ; PID
13CEamp [ UP:BRE1_L ;8866

2amn - REY 0168&: HID\\VID_413C&amp :PID_2113%amp MI_as
HID_DEVICE_SYSTEM_KEYBOARD

HID_DEVICE_UP:68a1_U 86866 HID_DEVICE

HIDWAWID_4
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Threat hunting

I decoder.name

t full_log

¢ id

t  input.type

t location

i manager.name

t rule.description

syscheck_integrity_changed

File 'c:\abcd\thumbs.db® modified

L = =G |
Changed attributes: mtime, K md5, shal,sha2sb

01d modification time was: '1737121141', now it 1= '1737121145°
01d mdSsum was: '336562dcfcd3blfich2Badbc3cZ24B6c”

Mew mdSsum is . 'eacbb85a995f794dc317bb9f6468c76e3”

MN1A chofocim wae* "2 Fffor?P2eldcfhTabBAAA~ARShPATRIAIEART F1 20!

1737121146.3455964586
log
syscheck

wazuh.master

Filf modified in Shares abcd. I
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Threat hunting

o Intérét
‘ Processus non conformes, Fichiers Canaris, Claviers débranches

o Quelgqu’un n’a pas utilisé le processus standard

) Télémétrie

o Légitimité des applicatifs utilisés ?

‘ Tracabilité

o Conserver une trace des comportements
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Active Response



Active Response

e Fonctionnement

Wazuh Manager

Envoi
Json

Exec

Cmd

61

EDR/XDR - Wazuh

02/04/2025



Active Response

e Des commandes définies sur le serveur

<command>
<name>yara</name>
<executable>yara.sh</executable>
<timeout_allowed>yes</timeout_allowed>
</command>
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Active Response

« Des active responses

<active-response>
<disabled>no</disabled>
<command>yara</command>
<location>local</location>
<rules_id>5763</rules_id>
<timeout>60</timeout>

</active-response>

—

Local
Server
All

Defined Agent
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Active Response

o« Chemin des commandes sur l'agent
« /var/ossec/active-response/bin

o Contréler la configuration
« /var/ossec/bin/agent_control —L

o Tester une commande
« /var/ossec/bin/agent_control -b 192.168.1.41 -f yara -u 001
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Integration : principe

« Envoyer des informations vers une AP| externe
o Un ou plusieurs champs
o Effectué parle manager

o Obtenir une réponse

e Générer une alerte
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Integration : principe

Alerte générée par Wazuh

(N°alerte + groupe spécifique)

Sur le serveur Wazuh
/var/ossec/etc/ossec.conf :

<integration>
<name>custom-opencti</name>
<group>sysmon_eidl_detections</group>
<rule_id»>92031</rule_id>
<alert_format>json</alert_format>
</integration>

Alerte
Format JSON

Scripts

Choix du champ
Envoi vers API

——Réponse API—P|

Nouvelle alerte générée

(Par la réponse)

Sur le serveur Wazuh
/var/ossec/integration :

custom-opencti (wrapper)
Custom-opencti.py (parsing)

Dans les regles:

<rule id="100625" level="12">
<if_sid>100623</if_sid>
<field name="opencti.id">\.+</field>
<description>0penCTl - IoC found in Threat Intel -

S(opencti.value)</description>
<group>opencti,opencti_alert,</group>
<options>alert_by_email</options>

</rule>
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Integration : principe

e Intérét

‘ Transformer un signal faible en signal fort

‘ Envoyer une alerte sur un autre outil (slack, des EDLs de parefeu...)
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 Bonne utilisation !




Références

o« Wazuh

o https://documentation.wazuh.com/current

 Decoders/Rules
* https://socfortress.medium.com/understanding-wazuh-decoders-4093e8fc242c
* https://github.com/wazuh/wazuh-ruleset
* https://documentation.wazuh.com/current/user-manual/ruleset/ruleset-xml-syntax/regex.html

* Active Response

» https://documentation.wazuh.com/current/user-manual/reference/ossec-
conf/commands.html

 https://documentation.wazuh.com/current/user-manual/capabilities/active-response/how-to-

configure.html

 Vulnérabilités

* https://documentation.wazuh.com/current/user-manual/capabilities/vulnerability-
detection/how-it-works.html
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Références

o« Wazuh

o https://documentation.wazuh.com/current
o Installation
o Ansible

. https://documentation.wazuh.com/current/deployment-options/deploying-with-ansible/index.html

e Docker

. https://documentation.wazuh.com/current/deployment-options/docker/wazuh-container.html

e Sizing

e https://medium.com/@wernertie/series-wazuh-master-worker-indexer-dashboard-and-the-ainfrastructure-

3a629ae2fal0d
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