Retex : mise en Mise en place place d'une
solution opensource OpenVPN avec
'authentification multifacteur 2FA

Mohammed Khabzaoui
CNRS : CINaM



* Privacy IDEA (opensource)
- LDAP/AD +OTP

- privacylDEA Authenticator : Play store, Apple Store
* Mode déconnecté

OPENVPN - OPNsense/pfSense (FreeBSD)

Serveur OpenVPN

* Client : openvpn connect
« Windows, macQOS§, Linux, iOS, Android

https://openvpn.net/client/



https://openvpn.net/client/

(2] opnsense Q
ring networks made easy

Key Highlights of OPNsense® 25.1
‘Ultimate Unicorn’

New corporate identity

Official dark theme

Performance improvements

Enhanced security zones
Snapshots for easy recovery

Added API's for HA & turnables

Read more




PRIVACY IDEA
https://www.privacyidea.org/

Open Source Multi Factor
Authentication (2FA)

Installation Local

# Applications : (jusqu'au 2024)

https://www.privacyidea.org/applications/

# perspective : Keycloak

Firewall / VPN

Windows /
Linux Desktops

deniwvzag\/!DBA\

' ’;':A'. User Sources like
-z-w, LDAP, AD, SQL, Flat File
X.509 / SSH

https://github.com/privacyidea/privacyidea



08 www.keycloak.org W ) @ &

GKEYCLOAK () GitHub Stars 28k Guides Docs Downloads Community Blog

est principalement utilise pour
réaliser 'authentification des
utilisateurs pour des
applications tiers via les
protocoles OpenID Connect,
Oauth 2.0 et SAML.

https://github.com/privacyide
a/keycloak-provider
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https://www.privacyidea.org/versatile-2fa-single- 5|gn -on-with-
keycloak-and-privacyidea/




